CMFTBYOD Wi-Fi Network

Who can access this network?

Anyone with a CMFT account

We do not currently have a guest Wi-Fi network for non-CMFT employees, we hope to provide this in
the near future

You should not use your account to join other devices (visitors/patients) as this provides them direct
access to our secure network, and potential access to patient data. It is also forbidden to share your
account with others.

Connecting to internal websites (Part One) :

On your device, search for wifi network named CMFTBYOD

By connecting you have access to internal web-based (Staffnet, Chameleon etc) if you enter the URLs in
your phones web browser (staffnet.cmft.nhs.uk // live.chameleon.cmft.nhs.uk)

The username and password are your standard CMFT credentials, the same as you would sign into a PC
or into ICE/Chameleon

NOTE : When you change your CMFT Password, ensure you update this password in your wifi settings
to both regain connection, and prevent your account from being locked out on other devices

Connecting to external websites (Part Two) :

To protect our network, access to the open internet (google.com etc.) must go through a proxy server.
This is set up in different places depending on what device you have

The proxy settings are as follows

Server :172.24.3.250

Port : 8881

Note : Certain Applications do not work with these proxy settings or may be blocked by the trust. (Snapchat,
WhatsApp) CMFTBYOD is provided for email and basic internet access, If your required application is not
compatible you should remove the Wi-Fi network and use your mobile data connection whilst in the
hospitals.



CMFTBYOD iPhone/iPad

Joining CMFTBYOD

1. Open Settings App
2. Select Wi-Fi from the left hand menu, choose cmftbyod from the right

3. Enter your CMFT Username and password (the same account you log into webmail or a PC)
4, Accept the certificate

You can now browse internal websites. You can test this by opening Safari and going to the website
‘staffnet.cmft.nhs.uk’

Proxy Server Settings

5. Open Settings App
6. Select Wi-Fi from the left hand menu, choose cmftbyod from the right
7. Select “Manual” under HTTP Proxy to the bottom right

Server : 172.24.3.250

Port : 8881

Authentication should be OFF

You can now browse external websites. You can test this by opening Safari and going to the website
‘google.co.uk’
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CMFTBYOD iPhone/iPad
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CMFTBYOD Android

NOTE : As there are many manufacturers creating android phones, there may be small discrepancies

between your particular model and this guide

Joining CMFTBYOD @ o
1. Open Settings App

2. Select Wi-Fi from the menu, this may be in a Network submenu, Select cmftbyod from the next
screen
3. Enter your CMFT Username in the ‘Identity’ field and your CMFT Password (the same account you

log into webmail or a PC) in the Password field, leaving all other settings unchanged.
4. If your phone asks for domain in a separate box, this is CMMC

You can now browse internal websites. You can test this by opening Safari and going to the website
‘staffnet.cmft.nhs.uk’

Depending on the model of your phone, it may not connect at this stage - saying it has a poor internet
connection. This is because it is checking against websites it cannot currently connect to until you follow
the below steps.

Proxy Server Settings

5. Open Settings App, reselect Wi-Fi as above.

6. ‘Long-press’ the cmftbyod network (hold your finger on the text for 2-3 seconds) then select
“Modify Network”

7. Scroll to the bottom and select “Show Advanced Options”
8. Under ‘Proxy Settings’ Choose Manual

Server/Hostname : 172.24.3.250

Port : 8881

Ignore all other options

You can now browse external websites. You can test this by opening Safari and going to the website
‘google.co.uk’
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CMFTBYOD Windows 10

Joining CMFTBYOD l .

1. Click the Wi-Fi icon in the taskbar (lower-right of the screen next to the clock)
2. Select CMFTBYOD

3. Enter your CMFT Username & Password into their respective fields (the same account you log into
webmail or a PC)

You can now browse internal websites. You can test this by opening Edge / Internet Explorer and going to
the website ‘staffnet.cmft.nhs.uk’

Proxy Server Settings

4, Open the Start Menu (Lower Left of the screen) and select Settings

5. From the new window select “Network & Internet”
6. Choose “Proxy” from the left hand menu
7. Under “Manual Proxy Setup” Ensure “Use a proxy server” is checked

Address : 172.24.3.250
Port : 8881
Ignore all other options

8. Select Save and then close the window

You can now browse external websites. You can test this by opening Edge / Internet Explorer and going
to the website ‘google.co.uk’

NOTE : This proxy server may remain active even when you connect to other Wi-Fi Networks. If you are
having difficulties browsing the internet from non-CMFT Wi-Fi, ensure you have switched “Use a proxy
server” back to OFF when you have left our network.



CMFTBYOD Windows 10
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CMFTBYOD Proxy Settings for Apple Laptops/Compu‘fers

s from the Dock

@ Select Preference
e s

I

General

onso

Dock

Desktop &
Screen Saver

L

Displays Energy Keyboard
Saver
©
iCloud Internet Extensions
Accounts

—
-

Y

SAMSU...Android . »¢

b Mot Configured g,

® FireWire .
Mot Connected -

Thunde...t Bridge .~ =
Mot Connected NS

Bluetooth PAN
Mot Cennected

Ethernet

Inactive

Location:

System Preferences

H QO

Mission Language
Control & Region
Mouse Trackpad
&

Network Bluetooth

Network

Automatic

Status:

Network Name: CMFTAW

Q '5&32!{,!*
=31 /
a @ * /
Security Spotlight  Notifications /
& Privacy
Printers & Sound
Scanners

Select Network

K2

Sharing

Q, Search

Sl JEIeCANIF EXF

Wi-Fi is connected to CMFTAW and has the IP
address 192.16B8.35.34.

Ask to join new networks

Knowin netwerks will be joined autematically. It
no known netwerks are available, you will have
10 manually select a network.

Show Wi-Fi status in menu bar

Choose Advanced

| Advanced.. | 7

Assist me...



o

1. Select Proxies

MNetwork
2. Select Web Proxy (HTTP)
Wi-Fi TCP/IP DNS WINS 802.1% W Hardware

Seject a protocol to configure: Secure Web Proxy Server
Auto Proxy Discovery 172.24.3.250 8881
Automatic Proxy Configuration :

Proxy server reguire sword
Web Proxy (HTTP)
Secure Web Proxy (HTTPS) Username:
E T Re 3. Enter 172.24.3.250 : 8881 |’
SOCKS Proxy Password:
Streaming Proxy (RTSP)
Gopher Proxy 4. Repeat for Secure Web Proxy
Exclude simple hostnames
Bypass proxy settings for these Hosts & Domains:
* local, 168.254M16
Use Passive FTP Mode (PASY)
7 Cancel oK

5. 0K

Show Wi-Fi status in menu bar

Assist me... Revert

NOTE : This proxy server may remain active even when you connect to other Wi-Fi Networks. If you are having
difficulties browsing the internet from non-CMFT Wi-Fi, ensure you have switched the checkboxes for Web Proxy
and Secure Web Proxy back to OFF when you have left our network.



